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A Constant Balancing Act

_. Keeping your

business up-to-date

Felipe Victolla Silveira | RIPE NCC Services WG, RIPE 77 | Oct 2018



(K
What is Happening

Challenges facing us







Investigations due to Misleading Information &
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Increasingly Complex Workload

- Mandatory Reporting of fraudulent
docs to the authorities as per the EB

Resolution
- Reviewing national authority
docs for legal address change
2017 2018

- Due diligence for the quality of

the RIPE NCC Registration Data 2015 2016

(before and after registration) - Proactive LIR account auditing

. . 2014 .
Closure for fraudulent information - Resource holdership change
supported by national authority docs
2012 2013 - Mandatory verification of the legal

authorisation for transfers

2010 2011

- Publication of the Transfer Procedure



Strong Membership

Growth




Strong Growth in Number of LIR Accounts &




New LIR Applications &




Ticket categories &

® Auditing

® Support

@® Resource Holdership Change
® Legacy

@ Resource Requests

© New LIR
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How are we managing
these challenges?







Managing Risk &

Considering a professional trust model to manage risk

Assess risk based on defined risk indicators
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The Balancing Act

il

* Apply stronger due
diligence | *
places
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Balancing Risk Management

BASIC CHECKS EXTENDED CHECKS More risk
Indicators
Risk
indicators ‘
Investigate
further

Clean

\ 4

Execute Execute
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or

» Cancel
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Managing Risk

Run a pilot in Registration Services

Start implementation in early 2019
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Main Projects

Policy Transfers
Mergers and Acquisitions




Improved User Interfaces

Provide members with all required information in one
go
Less back and forth needed to complete a request

Aiming for efficiency gains and a better customer
experience
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New Transfers and Mergers & Acquisitions Wizard (g}

- > Manage IPs énd ASNs > 1 o =
You are here: Home > Managze IPs end ASNs > LIR Portal fouareediting Eurocable LTD

My LIR Transfer Internet number resources
° User Identification
Resources Oftering and receving party

Internet number resources information

RIPE Database Type

AS204367 ASN Assignment Remove @ Resource Selection

Transfer durazion and resources

2a0c:25¢c(::/29 IPv6 Allocation

Add resources

Duration of transfer

© Permanent

lemporary
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Back-office for Transfers, Mergers and Acquisitions @)

Automate checks needed to support authorisation of
these operations

Automate Document Management

Automate Registry and RIPE Database updates

Our goal is to increase efficiency and focus manual
efforts in the right places
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Key Points &

Increased work complexity due to higher number of
cases involving fraud

Heavier workload due to membership growth
A professional trust model can help manage risk

Automation and process streamlining in two heavily
used requests
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Questions 0
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