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IoT disruption

1. Disruption from an organizational perspective

2. Disruption from a societal perspective. Constitutional rights:
Article 1: In the Netherlands everyone is treated equally in equal 
circumstances.
Article 10: Everyone is entitled to privacy in the Netherlands. 
Everyone has a right to see what is recorded about him… And to 
make changes if the data are incorrect

Theguardian.com



In a world where everything
is connected and being

measured

Behavior becomes transparant 
and (partly) predictable

But the consequences of 
that behavior become

more opaque



http://digitalestedenagenda.nl/wp-
content/uploads/2017/01/NL_Smart_City_Strategie_Executive_Sum
mary.pdf



• digital infrastructure must contribute to a liveable, healthy and safe city. The infrastructure is for 
everyone in the city’s public space, irrespective of their social position and income. The infrastructure 
is easily available and accessible and is future-proof and secure. It is designed in accordance with 
European and national legislation and regulations relating to privacy and security.

• the market players, organisations, authorities and residents are producers and consumers of the 
digital infrastructure and of the ‘smart services’ that utilise it. Together, in co-creation or alone, and 
where they deem it either desirable or necessary. The authorities direct and regulate where necessary 
to guarantee the availability and security of the digital infrastructure in the digital city.

• The technology for the Internet of Things is publicly known, secure and interoperable, has ‘open 
interfaces’, ‘open protocols’, and makes use of ‘open standards, unless…’ national or European 
standards indicate otherwise; they take precedent. Residents know what equipment is installed in 
‘their surroundings’, have influence on it, and are able to use it.

• data is ‘open and shared unless…’ legislation and regulations relating to privacy and security indicate 
otherwise and unless the data owner does not wish to share the data. Data on a resident belongs to 
the resident in question; he or she is the owner and decides what happens to the data. Data in the 
digital infrastructure that is gathered in and about public space is public property.

Key principles



@bobkronenburgA trustframework organises the 
access to your data and your 

devices as to 
ALLOW YOU TO SHARE THOSE 
WITH OTHERS UNDER YOUR 

CONDITIONS.

A Trust Framework organises
conditional access to data and

devices of governments, 
organisations and civilians, so that

YOU CAN REALIZE INNOVATIVE, 
JOINT & VALUABLE SERVICES

Trust Frameworks

IoT-register                         ……   

Working towards an available, 
accessible ,safe & futureproof

digital infrastructure with
(semi)public partners







Improve
Information positionfacilitators

Innovate
Investigation techniques

Alternative
Interventions

chasing individual attacks 
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chasing individual attacks 

NoMoreDDoS





0106,56046,64781,16645,11801,48221,6121,38022
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5,22944,51756,56745,30283,56722,54778,11471,3
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260814667,"file_type":"pcap","key":"48e05b56846
c17f60f961791328ce2bc","multivector_key":"97a9
7016b257aebe3c2636b4397c43f5","protocol":"DNS
","src_ips":[{"as":"5650","cc":"US","ip":"170.215.14
4.199"},{"as":"10655","cc":"US","ip":"170.75.226.1
34"},{"as":"35916","cc":"US","ip":"170.178.218.253
"},{"as":"32392","cc":"US","ip":"166.63.0.121"},{"as
":"2711","cc":"US","ip":"169.150.128.11"},{"as":"16
592","cc":"SV","ip":"168.243.227.194"},{"as":"5056
","cc":"US","ip":"167.142.243.2"},{"as":"52286","cc
":"GT","ip":"168.234.53.114"},{"as":"7922","cc":"US
","ip":“6722,54778,11471,35999,16640,31381,3163
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New: DDoS information sharing in NL
• Improve information position of Dutch critical 

service providers by continually and automatically
sharing fingerprints of DDoS sources

• Information provisioning layer that extends existing 
DDoS protection services that Dutch critical service 
providers use and does not replace them

• Improve attribution of perpetrators and booter
operators, allowing for better prosecution and 
increased deterrent effects

• Open initiative to all critical providers in NL 
(Internet, financial, energy, water, etc.)

• Complements existing anti-DDoS collaborations in 
NL, such as DCB, NaWas, and NoMoreDDoS

Partners: Agentschap Telecom, AMS-IX, Belastingdienst, Betaalvereniging, De Nederlandsche Bank, De Volksbank, Ministerie van Defensie, Stichting Digitale Infrastructuur Nederland (DINL), Ministerie
van Economische Zaken & Klimaat, The Hague Centre for Strategic Studies, ING, KPN, Logius, Stichting Nationale Beheersorganisatie Internet Providers (NBIP), NCSC, Nederland ICT, NL-iX, No More 
DDoS, Rabobank, Schuberg/Philis, SIDN, SURFnet, Tele2, Utwente,  VNO-NCW, Vodafone/Ziggo 
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DPS = DDoS Protection Service
CSP = Critical Service Provider



Discussion

• Collaboration / sharing responsability for digital public space
(infrastructure)

• Collaboration, shared responsability in regard to Cybercrime
• ….


