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The Problem

● DNS query timeouts

● query with DNSSEC ok bit → timeout
● query with EDNS → timeout

→ an EDNS problem or packet loss???

● retries, latency for users

● Known offenders

● obsolete DNS software
● too strict firewall



  

Beware

● February 2019

● New releases of DNS resolvers from

● CZ.NIC, ISC, NLnet Labs, PowerDNS

● Public DNS recursors

● Quad 9, Cloudflare, ...

● DNS servers which do not respond at all to 
EDNS queries will be treated as dead



  

Prepare for impact

https://dnsflagday.net



  

'cos he will not save you!



  

Test your domain

https://dnsflagday.net



  

Best result



  

Not best but compatible

0,4 % domén v .CZ
60 % z nich = 2 poskytovatelé DNS



  

Latency ahead



  

Will not survive 2019



  

Technical report



  

Manual testing



  

Is your DNS ready?

https://dnsflagday.net

February 2019


