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Operational Challenges

Consistent with focus group 

feedback, network security is the 

number one challenge facing the 

community in 2018

Q9. Thinking about your Internet-related services, products or activities, what are the MAIN 
operational challenges facing your organisation?

East Asia Oceania SE Asia South Asia LDEs
Developin

g
Developed

Network security 28% 34% 22% 26% 28% 25% 31%

Scarcity of IPv4 addresses 13% 9% 14% 14% 11% 13% 12%

Cost of network operations 10% 14% 17% 11% 13% 13% 11%

Hiring and / or keeping skilled employees 12% 12% 13% 10% 8% 11% 16%

Deployment of IPv6 9% 8% 8% 17% 16% 10% 7%

Management of bandwidth and network capacity 9% 9% 9% 8% 7% 9% 8%

Keeping up with the pace of technology changes 10% 5% 7% 6% 5% 9% 4%

Regulatory requirements involving the Internet 4% 6% 4% 3% 4% 4% 5%

Benchmarking and understanding best practice in network 
operations

4% 2% 3% 3% 3% 4% 3%

Access to reliable and credible Internet industry data 3% 1% 4% 3% 4% 2% 2%

Other 0% 1% 0% 0% 0% 0% 1%
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Benchmarking and understanding best practice in network…

Access to reliable and credible Internet industry data

Regulatory requirements involving the Internet

Keeping up with the pace of technology changes

Management of bandwidth and network capacity

Deployment of IPv6

Cost of network operations

Hiring and / or keeping skilled employees

Scarcity of IPv4 addresses

Network security



Challenges and Responses

49%

38%

34%

33%
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Deploying IPv6

Cost of buying IPv4 addresses

Cost  & complexity of NATs

IPv4 transfer policies

Working with brokers selling /…

It is not an issue

“Health” of IPv4 addresses being …

IPv4 scarcity: MAIN challenges

IPv4 scarcity: what should APNIC should do?
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Take no action

Purchase addresses for distribution

Share information and best practice on…

Provide incentives for the return of…

Monitoring and reporting usage

Reclaiming/recovering unused address…

64%

61%
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45%

38%

32%

29%

28%

Phishing, spam, malware,…

DDoS attacks

Intrusion and other breaches

Staff lack awareness of security…

Blacklisting of IP addresses

Routing security

Lack of application security

Inadequate security policies

Security: MAIN challenges
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Establish an APNIC-CERT for information…

Encourage CERT development and…

Engage with Governments in the region…

Integrate more security content in…

Share security insights on the APNIC…

Collaborate with  technical security…

Specific security training courses

Security: How can APNIC help?
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